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Beware of criminals trying to steal money and
personal info online. They use tactics like sending
fake emails with harmful attachments, creating
fake websites, and phishing for personal data.

L\
TYPES OF CRIME

e Greeting Card Scam - E-cards claiming to be from a friend or
family member that prompt the recipient to click a link, leading to a
malicious webpage

e Spoofing Scams - Criminals create fake websites or emails to
mislead recipients. Personal information is stolen

e Phishing Attacks - Emails or texts claim account issues, directing
recipients to fake websites to compromise personal information

e Email Scams - Victims asked to complete surveys, then prompted
for personal account info which can lead to account compromise

PREVENTION

& Do not respond to unsolicited (spam) emails

& Avoid clicking on links in unsolicited emails

& Be cautious of email attachments, especially from unknown senders
& Do not provide personal information in email forms

& Verify email links before clicking

& Visit official websites directly instead of clicking links

@ Contact the business directly to verify the authenticity of emails

CONTACT

e TO FILE A FRAUD COMPLAINT - WWW.IC3.GOV




